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1.1 ThEefEs

Winmail BEEE R GO0, A4 B i R P P S A R 7 T B AR 42 1 o Horr, B9 B g
e RO R GRS « WBFE A FOAR A 2 S AT M 5 38, T P Sk L BRAE 3 i
MRFE PR, WRARZIER, DRl e, ik 5 07 T AT 44

v1.0-v1.1 JEHT Winmail 6.x x4

v1.2 EHTF Winmail 6.6 R4

R PG L, AV AT PSR

1) ﬁﬁ?&%

ATULAAT OA ZGE. Mk —8it NV IRAR, ek B id e,

2) HriRAESERE

SRR EIRTTE OA S50 A RGUHRIRIR

3) HdElAp

iﬁ?ﬁﬂf/Tu%ﬁﬂMd\ DTSR, fRibal LBl MBR. ok, R ErE

il
}

1.2 PR
PCER HTTP B S, iR [El45 R JsON #, iEKKH GET/POST J5xk.

1.3 ZEHLH

D ERRTRELE ApiKey FI ApiSecret , A RTLMEH4Z . BRIA ApiKey N7, A
REAE L)
2) F& FVERAT AT 5 2 A4 AT AT B B

1.4 Pl w5

Y UTF-8 Zwfid.
BANE

2.1 B Winmail FFiEEO

FAFEH Winmail JFiE O EEE R E Apikey FI1 ApiSecret, 1F NI IEFZ AL 1K) 25

4



HACE AFTHF ~\server\webmail\inc\config.apikey.php %% & ApikKey F1 ApiSecret, H
T2 42 18 secret K MFA/NT 20 NEFF.
Winmail 6.6 LUSHRA, BTN AR vF 07 in] FSKIE 1P,

config.apikey.php x

HE: NTRE, BAHEERMNAAR SRR SR ApiKey 1 ApiSecret

2.2 FEXH

CafneEEsa] YT

[12WAPHREHBURL | — (£ Zhtpi %) > il 118 |

[k pamcaE

[BEAPIAEHIE |

APl X H

1 HiEiERSH: FAHERITHRYE Winmail OpenAPI #2458z ORI, 38 FE 2 26 Bl
B4 5 0 B s AP ST & ISR I BE S A

2) RIEEREAE: CMEE RS S, B GET 3l pos R, fhihdh
Winmail OpenAPI - &;

3) Winmail OpenAPI V& X KRBT A 5, S T 2 eREERIE, — &5
B R 5 2 b PR 5 RO ORI IS R BB 1 oK

I;'IIII|III1II:IIIII|III2IDIIII|IIIEIDIIII|III4IDIIII|III5II:Illll|IIIEIDIIII|III?IDII
1 <?php
z =J:::;; apikev=s = array
3 'apikey' =>» '"secret string'
-1E|
5 'apikey" => array|
& 'secret' =»> 'secret string',
7 'allowip' => array('ipl', 'ipz2'),
2] )
]
10 'ecB80afd4db' =>» 'aff54eTB8f6871aea3T14a3916eb35199bTaffbla’,
11 dcB80dBbZ2ad4"' => arravy|
1z gecret' => '"1B9393C626S5FBLAIEBDZ2932DeC4ERE2ZTE",
13 allowip' =>» array('192.168.120.144", 182.168.120.166"),
14 ]
15 )
1& P>



4) Winmail OpenAPI T~ G AL 52 il (1 45 R AR 1% ISON %3, R [BHE KT
5) ERITMENT ISON Z5R )5, W RAGS & B S L 55 18 AT Bl Ab 2

=\ EERSHUH
3.1 &K URL

3.1.1 XS

2 LK SR

=

FEB

REASH - SUAAHLIE X SE

API 15 73 BL 175 SR 5 () ME — i

apikey ApiKey Y ec880a9d4b

=)

R http 15 K (112 ¥
_ . R R | P AR g M 5c5f3b87357750a3f6
sign %4 i mds RIS, SRR Y dd235941089f1

SR AT RIS — 3.

2 TR ]
. N . 2016-01-20 12:05:00

timestamp | B ) B i R A HT UNIX A )L Y

timestamp &
1453219500

NAZE- 2555051

method FE4 B R VA4 Y user.added

M52 5%E 2 T7 R B4,

fields R4 " e
SHE utf-8 FIFERI.

3.1.2 #4

http://mai.demo.com/admin/openapi.php?apikey=ec880a9d4b&domain=cnu.com&method
=user.delete&name=abc&sessid=efd24f9f63d69d6f6f169b235822ca5875eb2bae&timestamp=14
55759653&sign=0ce5b7cdeca218e2dd0ca0fe9e8c5665

EHPEE URL & http://mail.demo.com/admin/openapi.php
H /' Webmail #2110 URL /& http:// mail.demo.com /openapi.php

Hrp mail.demo.com &5 Webmail ) FEHL4ZEL 1P Huhik



http://mai.demo.com/admin/openapi.php?apikey=ec880a9d4b&domain=cnu.com&method=user.delete&name=abc&sessid=efd24f9f63d69d6f6f169b235822ca5875eb2bae&timestamp=1455759653&sign=0ce5b7cdeca218e2dd0ca0fe9e8c5665
http://mai.demo.com/admin/openapi.php?apikey=ec880a9d4b&domain=cnu.com&method=user.delete&name=abc&sessid=efd24f9f63d69d6f6f169b235822ca5875eb2bae&timestamp=1455759653&sign=0ce5b7cdeca218e2dd0ca0fe9e8c5665
http://mai.demo.com/admin/openapi.php?apikey=ec880a9d4b&domain=cnu.com&method=user.delete&name=abc&sessid=efd24f9f63d69d6f6f169b235822ca5875eb2bae&timestamp=1455759653&sign=0ce5b7cdeca218e2dd0ca0fe9e8c5665
http://mail.demo.com/admin/openapi.php
http://winmailserver/openapi.php

3.2 RMZEHR

3.2.1 & X

Winmail OpenAPI ~F & X1HE K 5 #&4E 1 R EHE AT IR TR 5, IR [R5 15 3K 7 b HL 4
By UMEE RO iR X Lo 5 Pm gt — 2D Ab B o i IR []&~ﬂiﬁi$bfﬁﬁﬁgimﬁfu B, TEER
AH IR AT AR

3.2.2 4

T SR BT (B B a0
{
"result": "ok",
"info":
{
“sessid”: 7efd24f9163d69d6161169b235822ca5875eb2bae”,
“user”: “admin”
}
}

T RE R IR R a0 R
{

"result":

error",

"error":

}

url sign invalid"

W IEARE RSB AR KRER “I5. W LR

3.3 Z4ZHLH
3.3.1 BLHW:

D A ERSEIESHA T

2) RS M ZHBUEMBIERA R D78, SR TR SRS S
TR

3) e R E B2 BTN 2 LL B3R SRS AR ) Sk B AN T

4) XZTAFERIET MDs 85, 3384 32 /NG

5) % AT R B ARG RS HON N2 44 5

6) ZELMEMH sign REXRSH BN EEFRSH - KKIELRS AP F 5,



sign = md5(apisecret+k1+vl+k2+v2+...+kn+vn+apisecret)

3.3.2 A~

JHH API: login

NS4 user,pass

ApiKey: ec880a9d4b

ApiSecret: aff54e78f6871aea3714a3916eb35199b7affb19

PRI &8 5 EEA 3, LT S26) AR ELE
WNZHCN

method= login

apikey= ec880a9d4b

timestamp=1455764753

user=test

pass=123456

RSB AT S
apikey= ec880a9d4b
method= login
pass=123456
timestamp=1455764753
user=test

EETR R EESHA S5SHE, HEERINLE secret, 17T

aff54e78f6871aea3714a3916eb35199b7affb19apikeyec880a9d4bmethodloginpass123456ti
mestamp1455764753usertestaff54e78f6871aea3714a3916eb35199b7affb19

AR 32 /NG MDS {H: 496c4156bc32callfe81899e1b6a242c

PHEe Hitp EHR KA SEE, AP, R ARG Rk, BRIk
o, wr

http://mail.demo.com/openapi.php?apikey=ec880a9d4b&method=login&pass=123456&tim
estamp=1455764753&user=test&sign=496c4156bc32callfe81899elb6a242c

XA P, B URL & http:// magicwinmailserver /admin/openapi.php

M. BN

B0U519 URL: http://mail.demo.com/admin/openapi.php



http://mail.demo.com/openapi.php?apikey=ec880a9d4b&method=login&pass=123456&timestamp=1455764753&user=test&sign=496c4156bc32ca11fe81899e1b6a242c
http://mail.demo.com/openapi.php?apikey=ec880a9d4b&method=login&pass=123456&timestamp=1455764753&user=test&sign=496c4156bc32ca11fe81899e1b6a242c
http://winmailserver/admin/openapi.php
http://mail.demo.com/admin/openapi.php

4.1 BERER

SH SE LR SH0 A AR =23
MHAZSH
method Tk login Y
user H 4 EHE KP4 Y | admin
pass BoEN | B Y | Ad®@3298
R DR B4
{
"result": "ok",
"info":
{
“sessid”: 7efd24f9f63d69d6f6F169b235822cab875eb2bae”,
“user”: “admin”
}
}

B NIR ] sessid,

XE— 20 token, UL ETAHRAER: DA T E4E7T UL sessid 234

BRMIGE, JFRE B LMERL sessid HEATHAE MO S1ERAABIIRE, K
IR AR E I 1, BRI 30 70 JFAE AT LA A ROW I B8 session fReF—FLAT

2o

SH SH AR SHUL A WA A
MRS
method Jiik44 updatesesion Y
sessid Sk session B IR [F] sessid Y S 4.1 EHRER
IR FME

{"result": "ok"}

4.2 BAEHE
4.2.1 BAFR

S8 SH AR SHULA AR =]
MRS




method Jiik44 domain Y

sessid 35 session Bk R A sessid Y SNl EHRER”
pageno PR AUTS, LLo HiE N
R DR B4

{

"result": "ok",

"info":

{
“domains”: 3K 4 H| 3,
“totalcount”: 144 MEN
“pagecount”: 3T AEL

4.2.2 Higik 4

28 S LK ZH B AR 1

MAS$

method Vikre 2 domain.added Y

sessid Sk session B GR A] sessid Y HHCp ) B RES

domain 44 Y

type W44 1-F8 0- il i N

description | #fid N
R 2|

mailquota AR ] AT MB N
KN

mailcount FE NI S E A N
HIZE Ay
BB FEERA N ZS |

f . MB N

tPquota | bt |

ftocount BT HIBFE BRI X 2% N

P RA B % SO
iR [RI{E
{"result": "ok"}
I WO A4
{"result": "err", errno: 1}
FERARAD
‘ errno {H | & X

10



-1 A LB B SV RE M
1 L& i ERL

2 AR kAL AP A

3 HHF 4% O aAF

4 FATFIE NT AES A A7
99 T B DR AT I TR A

4.2.3 BIg4

¥ SR SH A DY B
INAGEE 20
method Jiik44 domain.edited Y
sessid &% session B R ] sessid Y SH N1 B RER
domain 1,42, Y
type R it 1-F 38, 0- i Ik N
description | fifiid N
B HE AR BN
mailquota LN A7 MB N
KN
S FRFEER N B % \
445
FHRFEER A S |
ftpquota B 25 ] S/ AL MB N
ftocount BT IS FE R N X 2% \
P Rl AL % SO
IR [FIHE
{"result": "ok"}
e MGR A E
{"result": "err", errno: 1}
FERAAS :
errno {H =98
1 A IR
99 TEEAE MR AT e T 1
4.2.4 MR
2% ZH AR ¥ AR B
A E 20

11




method Jiik4 domain.delete Y
sessid 35 session Bk R A sessid Y ZH“A1 EHRETR”
domain 44 Y
%R (A E
{"result": "ok"}
IR WO a4
{"result": "err", errno: 1}
EE A
errno {H =98
-1 S (R 2y Vi Iy W B i
1 34 W o 2 I
2 M4 AR, ESCIBRE S P, Bl A
3 FIR A AN BEY IIBR
99 1B EAE R BT S T 1
43 APEHE
43.1 AF%I%
SH SH AR SHUL A WA A
MRS
method ViR user Y
sessid % session B iR Bl sessid Y 41 EHRBF
domain W4 B H 34 R I P Y
pageno iy SUTS, LLo T N
IR [E
{
"result": "ok",
"info":
{
“users”: WRFEH )%,
“totalcount”: A %K
“pagecount”: 4371 EL
“domain”: PJEIE 4
}
}

12




4.3.2 HWHP

> SRR SH U A IR FEBI
MRS
method WaRr user.added Y
sessid & 3% session IR A sessid Y ii{% 4l HERE
name HIS 48 FH 7 44 Y
domain 44 Y
password HIS 46 5 Y
0- ARGOAIE;
authtype IE 5 2 1- NT SAIE; N
2- H=J7NE
0- 1E%;
status R 1- 25k, N
2- HRH
fullname P4 N
description ik N
homeaddress | ZKEEHLHE N
homephone K BEHLTE N
mobile FHL N
company IR A N
department BRI N
jobtitle Ji2¥iva N
office NS N
officephone VAN N
mailquota MRAE 2SN | HAL MB N
mailcount FE,B HRE WA N
#
ftpquota ;ﬂij%ﬁ%ﬁﬁ? " AL MB N
ftpcount WJ %ﬁﬁé i 5 % N
AL
forwardaddr HahFrMblE | 24 email H ; 778 N
fwdsavecopy HRIE RS R | 0- AR, N
17 1- f*%;
autoreplystatus | HZIEIEIRE | 0- ABH; N
1- JAH;

13




JE IR B L

{"result": "ok"}

RICIR [l
{"result": "err", errno: 1}
B RACHS -
errno B X
-1 F P8 220k 2 v i
1 FH P i 2R
2 FHEIH P C & A7 AE
3 IR P 4 C 2 A7
4 FHF] TR R4 2 A7 A
6 W3 FH P S AR 0 L 8 08 3 AR5 oV () 2
7 3N PR A 2 AR B RS A &
8 IR P 8 A A B DAk BRI R r () B A &
101 TR S5 A0 FH RIS
102 TS5 AR P A7 A
103 F RS A EARE 0 44 CaA7AE
104 F R S5 EAHE IR C A A
99 TR BURBEAT IR E

4.3.3 BH

2% A ¥ WA B

MASH
method Fik44 user.edited Y

S “41 FHLE
sessid 3% session B RHUR Al sessid Y %% HEERE
name M AE FH - 44 Y
domain I 42 Y
password S A5 25 FEARR MBS E N

0- ARGINIE;

authtype INIETT 1 - NT 380AE; N
2- =T
0- 1E%;

status R 1- 25k, N
2- P H

fullname 14 N

14




description iR N

homeaddress | ZEHht N

homephone FEEHETE N

mobile FHL N

company TAEHAL N

department ol N

jobtitle HBRAV N

office INAE N

officephone PAY/NERFT N

mailquota MEAE 2= 1Al | A2 MB N

. e 6 % % W 2F

mailcount " N

b
98 ik FF 23 )

ftpquota P 5% i 50 57 LA MB N
KN

frocount WX 2% Hi B B % \

g K

forwardaddr HahE R | 24 email A ; 70 N

fwdsavecopy BREZESHR| 00— MrE N
A=tk S 1- 1*H;

autoreplystatus | HEIEIEIRE | 0- AEH; N

1- JHH;
IR BB SEN, IS4 changedpwd , HXEN 1
IR [E
{ "result": "ok"}
I WO B4
{"result": "err", errno: 1}
FE RS :
errno {H X

1 FH PS5 R M

99 TS EA A BREEAT e I AR

4.3.4 MHERHEEE

SH SH AR S DYl ]

INAEE 2

method T4 user.delete Y

sessid B3 session B R AR A sessid Y SN EHES

15




name

A FH 7 44

domain

A4

JRIIR [E
{"result": "ok"}
SRR 19

{"result": "err", errno: 1}

B

errno {H

#;X

1

HP BRI

99

T B BBR AT I TR A

4.4 HEH

4.4.1 HARFE

2

BEAK SR

FEB

IVGEE 4

method

Vikre 2 group

sessid

&Sk session Bk AR A sessid

SH 41 EHRER

domain

4 A H 344 R B

pageno

T DUFS, Lo JHA

z|<|<|=<

iR Bl

{

"result": "ok",

"info":

{

“groups”: HISAE FH %1%,
“totalcount”: FH T EEL
“pagecount”: 431
“domain”: FTj@IE 4%

16




4.4.2 FriH

S5 SH AR SH A IR B
NS
method k4% group.added Y
%% “4.1 pazan ‘:173(
sessid 3% session kR [l sessid Y iié HEAE
name H4 Y
domain Ik 42 Y
fullname HA R N
description Hik N
yA é [/‘ yA=I ; YAN
subgroup e %?n‘ H A4 L5 ()7 N
Bra
members 2H i, i B 54 LA 5 () 0 b N
0 - R N#RFT LASR2H 5 R
13;
sendmailright A RUR 1- R AT, N
2- R AT LUKAS
3- A THP LR
G B 44 Lo 5 (;
sendmailmembers | & {Z ik i ﬁ%}{ MRABUR () N
gan
HEM R L5
managers ZH A Y ﬁ E RE R S() N
gan
0 - {EA AN W] LLE 2 SLiE i
2H R IR
1 - AR A AT LB B i i
o,
2 - AR AT DUE B E
TREH B Al 5
3 - P T DLE B e v
visibleright ] ILALFR - ! N
4 - HRR A DLE B SEIE T
2H R IR
5 - AR R AT DA I B v
2
6 - AAEM AW LIERL
BT Kk 5
0- BA R WAL ;
sendervisible KRABREEII, | 1 - REEKRAEMEMTL | N

.

17




JRIy IR [E

{"result": "ok"}

RICIR [l
{"result": "err", errno: 1}

ERAMEE

errno B X
1 ZHBT G S

2 HIFE I P C 2 A7 AE
3 IR P 4 C 2 A7
4 FHF TR R4 2 A7 A

101 T RS ARG 0 I

102 F RS A LA EH S O E AR
103 F RS A EAHE P44 e AR
104 A g% A A F R 2 LA AL
99 T8 BUREAT I IR E

4.4.3 BHA

E 3 S LR ZHUL A IR 1
MAS$
method FE4 group.edited
. S “4.1 FIRE
sessid B % session Bk AR A sessid % B
name H
domain 4
fullname HAFR
description iR
SR DA () A

subgroup e %?ﬂ 04 PLor 5 ()7

brl
members ZH %, i K144 LAY 5 () 0 B

0 - R AE AT LAAH R K

(&
sendmailright RAZHBLR 1- HAARTT R

2- R ER R AT LR

3- AT ALK

B4 BLor 5 (;

sendmailmembers | &1Z %R /%;%1 A LIS ()

gan

4 L=t El A= ;

managers NS /%\’ EE EREEAE0

gan i

18




0 - BT AN AT LU 2 b id iR
H R R 5
1 - AR A W] DLE 3 b3
H;
2 - AREA P A LA B E
THAH B el 57 5
3 -1 ] DL 3 s iR
visibleright ] AR ” AR UL N
4 - ZH % 5T DU B iE R
H R R 5
5 - Rk ] LA B s TR
H;
6 - HAEHALER L
I TRH K R
0- AR ALK ;
sendervisible RERAT I |1 - REXZEHEFFE N
o
IR [BE
{"result": "ok"}
I W B4
{"result": "err", errno: 1}
FE R :
errno 1B X
1 B R
99 BB RBRBEAT L T 1
4.4.4 BIMAREF
S8 SH AR ZSH WA =]
MRS
method T4 group.addmember Y
Z% “4.1 EHLG
sessid %% session G iR A sessid Y ii’? R
name Hk 4 Y
domain 2 % R 1 4 Y
groups HLyIR ZAHLL; b Y
IR [FI{E
{"result": "ok"}
I WO A4

19




{"result

err", errno: 1}

EE A
errno {H =98
1 2H 1% o 48 n 2k e
99 TR A DR AT e i AR
4.4.5 BHRARRA

S SR SHULA AR e
MAS$
method TVE4 group.modifymember Y

% “41 FHRLE

sessid % 3K session o iR Al sessid Y %;% 41 BEY
name H% R4 Y
domain 2H % R 384 Y
groups HLH# Z /UL kR Y
* M F 4t B HAR ZH AP R Rl 1, AR A8 AR A R I .
iR [BE

{"result": "ok"}
I W B4

{"result": "err", errno: 1}
FE R
errno {H X
1 2H R D AE e O
99 B RUR AT M T
4.4.4 MIBRARRA

2 LR S AR I
MHAZH
method FHiE44 group.delmember Y

B% a1 BHAY

sessid 3% session o BR [E] sessid Y %? 41 BRRE
name H% R4 Y
domain 2H % R84 Y
groups HEHIR ZAHLL; b Y

20




JE IR B L

{"result": "ok"}

RICIR [l
{"result": "err", errno: 1}
B RACHS -
errno B X
1 ZH R 5 o 2R
99 TE A BUREAT I TR AF

4.4.7 MRA

2 ZH AWK Ui AR =21
MAS$
method TVE4 group.delete Y
sessid &% session B NIk Al sessid Y FHHEN BT REF
name 14 Y
domain .44 Y
IR [BIHE
{"result": "ok"}
e MGR A E
{"result": "err", errno: 1}
FERACAS :
errno {H X
1 ZH i i R
99 B RUR AT M T
45 FHAEH
4.4.1 BEHEHRF|R
2 SR S AR I
VA E 20
method T4 adminuser Y
sessid % session BRI E] sessid Y BH N1 B RER

21




pageno PRE] AUFE, BL o R N
IR [FI{E
{
"result": "ok",
"info":
{
“users”: MRFEFH 5%,
“totalcount”: A %K
“pagecount”: TLAEL
}
}
=)
4.4.2 FWEHE T
e 28 SH AR Z2H00 WA FEBY
MASH
method Vikre 2 adminuser.added Y
7?} “4 1 farany ‘:llQ
sessid Sk session B IR Al sessid Y i% RRRE
username B A4 Y
password B D Y
description Hhid N
0- MBREHR;
£ 3 L K
usertype EpLllaE it 1. W N
\ Z A4 2 B35 ()

dmi P - N
adminrange OV ER (1) 35k N e T
IR [E

{"result": "ok"}
I WO A4

{"result": "err", errno: 1}
FERARAD

errno {H & X
1 T R
2 FH 7 444% 20AS IE
99 TS EA R BREEAT e T AR

22




4.43 BHEHER

¥ SH AR SH A WA B
NS
method Jiik44 adminuser.edited Y
Sk “41 FHLE
sessid H 3% session R A sessid Y iié REERA
username BHLHP 4 Y
password B Y
description ik N
0- HAEMHNR,
R 7y KT
usertype ERLiAEAVIL) 1 W R N
A4 2 W H 5 ()
adminrange TRV PRI 5 . N
& 5 W B R TE
R IIR [RI{E
{ "result": "ok"}
2 WO B4
{"result": "err", errno: 1}
FERARAD
errno 1B X
1 B B M
99 BB RBRBEAT e T 1
4.4.4 MIBREHER
SH SH AR ZSH WA =2l
INAEE 20
method Jiik44 adminuser.delete Y
sessid B 3K session B iR Al sessid Y SN EHREF
username EHGH P4 Y
iR [RI{E
{ "result" n k"}
I WO A4
{"result": "err", errno: 1}
%%1%’?26%
‘ errno {H ‘ & X
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fi. HPERARED

B Y7\ URL:  http://winmailserver/openapi.php

51 FAPEXR

¥ SPAER SR IR T
IV 2
method Vikre 2 login Y
user 4 B4 Y test
pass BEREN | BxREN Y | aYe_se683
BRI sessid, Xl token, LAUNPITA AR AR TR EAE T I sessid S

G F IR FME
{
"result": "ok",
"info":

{

“sessid”: “1a2db1b0edda735295508723d8c6a962”,

“uid”: "test",

“email”: " test@cnu.com ",
“fullname”: "R 7,
“mobile”: "13900000000",
“company”: "fEIERHE",
“department”: "R G K HB",
“jobtitle”: " TFEIM",

“office”: "",

»,un

“officephone”: "",

»,un

“homeaddress”: "",

»,

“homephone”: "",

FFRING, JTRE B UMERIM sessid BEATHAIARIE D . SR HARONRM, K
I TN 2l ], AAFI ]S Webmail 215 Al —30 (BRIAZ 30 204D, JFAETT

DATEA I sE I BEHT session fR$F— ELAH AL

¥ BERATK ZH U

R
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http://winmailserver/openapi.php

IVAEE

method k4 updatesesion Y
sessid 5% session Bk R E sessid Y | BE“s1EHRAES
IR R4

{"result": "ok"}

XAE[DLE#ZHEEN ) http://winmailserver/main.php?act=login&sessid=xxxxxxxxx

XXXXXXXXX e o s iR [B] sessid ,  SEHEA B SR ThRE

5.2 BR4FE#RiE
5.2.1 FIHR{F

2 ZH AWK Ui IR T
NS
method Vikre 2 folders Y
sessid Bk session | B R A sessid Y | 3% “sa HPER
IR [E
{
"result": "ok",
"info":
{
“private”: A~ A HEEEE,
“public”: AFLMELESE
“archive”: AR HEAE; I
“label”: Fr%
}
}
5.2.2 FrEghReFk
2% ZH AR S Pyl B
VA E 20
method Jii44 folders.newfolder Y
sessid Bk session | Bk IR Al sessid Y S “5s1 FHPER”
newfolder | FTHEH:-44 Y

26



http://winmailserver/main.php?act=login&sessid=xxxxxxxxx

JE IR B L

{"result": "ok"}

5.2.3 EmhRHR

S SELK SHULA DR P
MASH
method Jiik44 folders.renamefolder Y
sessid Bk session | B AR [A] sessid Y S “51 F g

EE;(‘ i N
optfolder Z:jigﬁ Ho i Y
newfolder | FrHEH-J44 Y
R [FHE
{"result": "ok"}

5.2.4 MIBRHEIE

28 S LK ZHUL A DR =]
MHAZH
method 74 folders.delfolder Y
sessid oK session | H AR A sessid Y Z# “51 g
optfolder i;if H e Y
R R [FHE

{"result": "ok"}

5.2.5 JETERMHR

¥ SH AR ¥ DA =23
NS
method Tt folders.emptyfolder Y
sessid B session | Bk R[E sessid Y 2 “51 P ES
optfolder {if&f Ho i Y

27




JE T3 [

{"result": "ok"}

5.3 BREFFIR
5.3.1 1) HE44 5 f) iR 44

M SHEIK SH

FE

method Vikr 2 msglist

sessid Bk session | B AR [A] sessid

% “s1 M ER”

folder A

pag LAY AUFS, BL1 G

Z|=<|=<|=<

BT IR [E1{E
{

"result": "ok",

"info":

{
“messagelist”: MR{:7£MEE,
“totalpage”: &4l
“newmsg”: Hriipf%
“msgtotal”: HR{: AL

5.3.2 MHIBRHE4:

M SRR SR

FEi

SIS

method Tt msglist.delete

sessid ok session | B AR[F] sessid

2% “sa fipas”

folder A

msgid HB A AR 1A

<|=<|=<]|=<

IR [AHE

{"result": "ok"}
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5.3.3 B 3NHE4:

¥ SR SH A DY B
NS
method Jiik44 msglist. move Y
sessid B session | Bk UR[A sessid Y S “51 P ES
folder PELD Y
msgid gLl Y
tofolder ERNIEES Y
R IIR [RIE
{"result": "ok"}
5.3.4 B TR
SH SELZR Z2H00 piyil =23
INAGEE 20
method T4 msglist.top Y
sessid ok session | B AR [A] sessid Y | &% “51 HpPER”
folder A Y
msgid M A 1R Y
IR [E
{"result": "ok"}
5.3.5 HUYH B TR
2% ZH AR 2 WA B
e 24
method Tt msglist.untop Y
sessid Bk session | B AR [A] sessid Y S “s1 FHPER”
folder A Y
msgid HB A AR 1A Y
IR [BIE
{"result": "ok"}
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5.3.6 BB CiEhrid

¥ SHAR SH A DY B
NS
method Tk msglist.read Y
sessid B session | Bk UR[A sessid Y S “51 P ES
folder A Y
msgid gLl Y
IR [BE

{"result": "ok"}

5.3.7 WE RiELrid

2 ZH AWK Ui AR e
MAS$
method k4 msglist.unread Y
sessid ok session | B IR A sessid Y | &% “51 HpP B
folder A Y
msgid (HlIgES Al Y
IR FME

{ "result": "ok"}

5.3.8 B ERIRH

SH SH AR ZSH WA A
INAEE 20
method Tt msglist.flag Y
sessid B session | Bk R IE sessid Y S “51 FHP B
folder PELES Y
msgid HB A AR 1A Y
IR [RIE

{"result": "ok"}
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5.3.9 BUH AR ER1F

] SRR SHHH WA R
IVREE =
method Tk msglist.unflag Y
sessid &% session | HIRHURE] sessid Y | &% “‘S1HPER”
folder A Y
msgid gLl Y
BRIl [

{"result": "ok"}

5.4 IR LIRS

2 ZH AWK Ui AR e
MAS$
method T4 msgnum Y
sessid ok session | B IR A sessid Y | &% “51 HP B
IR [E
{
"result": "ok",

"info": A SCAF KRR £

}

5.5 DRERF

S8 SH LR S Ui IR ke
NS
method Tt readmsg Y
sessid ok session | FHIZ[E] sessid Y | &% “‘S1HPER”
folder P Y
msgid HB A AR 1A Y
By (R 4E
{
"result": "ok",

31




"info":

{

“from”: KMHEAEE,
“reply-to”: [FIE A5 R

I(toll :

I(CCII:

GNP
PWIEEL

“subject”:
“date”: KMHHM

“body

ERCTEEE

“attachment”: HBA:FH:
“memo”: &SR

5.6 RISHREE

23 SH AR ZHi IR K1

MAZH

method T4 newmsg.send Y

sessid &% session | BIRHUR[E] sessid Y | &% “S1HPER”
to LEEIN ZANHNE 25 () 7 bR Y

cc Wik ZANHNE 725 () 7 B N

subject IS A2 3= @t Y

msgbody HS 1145 1K Y

ishtml Html HEEE | O- SCAHEAF: 1 - HTML BB | N

priority o2k 0- 1IE%; 1- ft N

requestnotify ;%j? 5 0- PiRE, 1- HFE N

IR [AHE

{"result": "

ok"}

UR ERIE T M ROME L, B E B GUEIR A, SRR EARMME, SR E R

= EBURAFEAE, W RGE S IR SO E AT B R .

2 SRR SR WIR T
MAZ%
method FHiE44 newmsg.reset Y
sessid G session | B IRIE] sessid Y | &% “S1HPER”
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JRTIIR

(B[ {E

{"I’esu|t" n kll}

EARHE, ATA— IR EARZ A, ] Dy 2K EAR

SH] SHLIR SH U W FEH
MRS
method Tk upload.upload Y
sessid 3 session | B AURIA] sessid Y | &% “S1HPEX”

attachfile ALt Y

#Ji multipart/form-data %
XN B
attachfile {HATEZ/EAN url
SHAEK sign

JRTIIR
{

=B
"result": "ok",
“list”:[
{
"name":"readme.txt",

"localname":"C:\Winmail\server\webmail\temp\_attachments\test_baa065a52e385
9edelalee2ca9188713_3a077176425dd745941ee40cd3dc5914",
"type":"text/plain",
"size":156894
2

"name":" 20180705141449.jpg",
"localname":"C:\Winmail\server\webmail\temp\_attachments\test_baa065a52e385
9edelalee2ca9188713  052c4b360ca824741aaa873077e8570d",

"type":"image/jpg",
"size": 54954

multipart/form-data M4 https://www.ietf.org/rfc/rfc1867.txt

http &K ## multipart/form-data, © 2 ¥ K EHERELE Y —LHE, URENET,
Aa@minsit. R E@EY, WU EEXH. S LENFREXCHR, &F
Content-Type & & Xt %A ; content—disposition, fF EILHAFEN—%iz48,; A

boundary 4 & .
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[y

Content-Type: multipart/form-data; boundary=

--AaBe3x

Content-Disposition: form-data; name="submit-name"

[ I S T

ion: form-data; name="files"”

00 =]

ultipart, boundary=B

t-Disposition: file; filename="filel.txt"

Content-Type: text/plain

. contents of filel.txt ...

ile; filename="Fil

ing: binary

T St B A

K SHABR SR IR FEi

IR

method T4 upload.delete Y
sessid Bk session | ERAR[E sessid Y Bk “s1 P ER”

attachid B 1D AL SRR BRI ECER, Fr | Y
MR EES AT RS, 7
SLL o FFah

iR Bl

{ "result”: "ok"}

5.7 N AHiht &

5.7.1 F\Hiht &

M SHAK SR

=

FEB
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method Jiik4 addressbook Y
sessid &% session | HIRHUR[E] sessid Y | &% “S1HPER
pag RS S VUT S, Lhoo G N
R [BHE
{
"result": "ok",
"info":
{
“group”: Miht#H%%,
“address”: Bt & A%
“totalpage”: HIi¥
“addresscount”: R %k
}
}
5.7.2 JIBRARN
ZH SRR ZHH IR FEH
IVAE 24
method k% addressbook.addcontact Y
sessid ok session | Bk IR [E] sessid Y | &% ‘51 HER”
name 44 Y
email IS A2 .k Y
mobile FHL N
phone IR N
fax fEH N
address I F ik N
zipcode X5 N
company TAERAL N
depart | N
jobtitle HRAT N
homephone | ZXEH i N
homeaddress | % i ik N
homezipcode | KEEX 5 N
im ANl N
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url AN NP

emaill 2% 4y 1S F Hh
ik

birthday HEH

memo #VE

R [BHE

{"result": "ok"}

5.7.3 BBEELRA

2 SH AR ZE Ui WA
MAZH
method T4 addressbook.savecontact Y
sessid ¥k session | FFIRAIR[E] sessid Y | &% ‘51 HER”
id EF PN Y
name é Y
email S i 1k Y
mobile FHL N
phone FH T N
fax fE 5. N
address e R Huhik N
zipcode X5 N
company AR A N
depart Il N
jobtitle AT N
homephone | ZJEHLi% N
homeaddress | 5% i ik N
homezipcode | FKJEX 5 N
im B (= N
url NG N
emaill 2% A WS A Hh

hE

birthday £ H
memo /U




JE T3 [

{"result": "

ok"}

5.7.4 MBRELRA

S SR SHULA IR e
MAS$
method ViR addressbook.delecontact Y
sessid B session | B iR Al sessid Y S “51 P ES
id PR APRIA Y
IR [B{E

{"result": "ok"}
5.7.5 3 nihk4

2 LR ZHUL A IR 1
MAS$
method k4 addressbook.addgroup Y
sessid B session | B iR [E] sessid Y 22 “51 P ESE
name It R Y

T =RV
member YR B % MR NHUEE R 75 () 4 y
e

IR [E

{"result": "ok"}
5.7.6 f&XuHibkA

2 SE LR S IR I
e 24
method FHiE44 addressbook.savegroup Y
sessid oK session | For iR [E] sessid Y Z “51 P B
id HERR Y
name 43 2H 44 Y

T NEERRVAN
member YR B ;y; MR AN HHEH 95 ()5 y
g
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JE IR B L

{"result": "ok"}

5.7.7 MiErHbHEAH

28 SHRER SR AR Tl
IAEE 2 i
method TE% addressbook.delegroup Y
sessid ok session | Bk IR [A] sessid Y | &% “saAHPER
id HFrIA Y
BRIl [

{"result": "ok"}

75 IR

R WA T
{

n.n

“result”: "error”,

”.n

“error”: "error information”

—

1. urlinvalid

JRIA: URL SO IEH, AR POST A1 GET Hifh =,

2. url expired

JEPE: URL E39), 55 @i [a) A A2 7 i R e (8] AN BEA 22 15 70

3. apikey invalid

JER: APL ZEHTCRL, KA ~\server\webmail\inc\config.apikey.php & 7547 7E E 18

#) apikey
4. apisecretinvalid

JRER: AP N R . WA ~\server\webmail\inc\config.apikey.php 1 apikey XJ
secret ;&7 —%. secret 5 key WUAIULAC, secret FHEA/N 20 NERF,

5. ip denied

JRE: AREFHET IP BIVTR . 1ERE ~\server\webmail\inc\config.apikey.php ' apikey

X FO VU 1] 13 A2 1547 EORIE 1P

6. urlsign invalid

JiRl: URL 4T WESH “3.3 4N K24 e 75 IE

38
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