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1.1 ZhegfN
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SRMEXS RGUHIHAL < WA P AR A F 2 A5 3R AT S A B, P WIS s 432 1 S (H 06 L WA

MIHRAE e, WRPEFIER, B iRAE, Hhk A5 i AT HR AR .

1.0 EHT Winmail 6.x g4

R D, AL PR RUSEE:

1) HTER
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1.2 il

PR F HTTP S ML, R4 JISON k&=, ERKH GET/POST I =

1.3 ZEHLH

1) EHRFELEE AppKey Ml AppSecret , A 0] LUM#HEEIT. ERIAN AppKey NZ,

ANBELEH LTI RE

2) & ORAF AT 5 2 5 A4 A AT B St

1.4 thil%mi5

Y UTF-8 %wfd.
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FCHEAFTIT ~\server\webmail\inc\config.apikey.php % & APl Fil Secret, Secret 1%
i 20 MERF.

config.apikey.php x

011111111 11011111111 2|0||||l111 31011111111 41011111111 slollllllll 6101T111111 7
1 <?php
2 sconfig apikeys = array(
3 // ‘apikey' => 'secret string'
4 'ec880a9d4b' => 'affS4e78f6871aea3714a3916eb35199b7affbl9"
s )
€ 2>

ER: ATRE, BAREERERASTENREISCHEE AppKkey Al AppSecret

2.2 JH/XH

I (S R

[ 18API#7-8 H AURL | S htpiR » IR AR |

[BEramenn

[BIRAPIAEHIE |o

AP| FiEZZH

1) HEERSE: FHIERTEYE Winmail AP BEAERGRE RN, 8RR AR S 3
e bk R AR AP A IE RIVBIE LS &

2) RIEENREHE: GRS S, @i GET i oS AT, fhihsy
Winmail APl “F- &

3) Winmail APl V&% REGR AT E A )5, 2l T 2 2RI FRIE, —RI% F
A I S 8 2 A B 58 AR TR 32 I SR R B 1 K
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5) iR TAEHT ISON 255 J5, FTLAEE A H S0l 5532 48 AT 50 A 2



= BXSHRY
3.1 &R URL

3.1.1 XS

SH SHER SR T B Fei

RASH - SUORTLIE S IX S E]

APl P& o B iE 3K 75 B ME — 2

appkey AppKey o Y ec880a9d4b
=

_ oy WRTARIE http H RIS EGE v 5c5f3b87357750a3f6

sign o . .

& i md5 AR 4 dd23e59d1089f1
EEERIEIR

o s 2 p Al e NI 2016-01-20 12:05:00

timestamp | I [A]Ek B4R UNIX B Rk Y .
timestamp 1H
1453219500

MRS 2% 5 502500

method k% WEE R T4 Y msglist

fields WRZBH | WT25E B T E R IS4

3.1.2 H4H)

http://winmailserver/admin/openapi.php?apikey=ec880a9d4b&domain=cnu.com&method
=user.delete&name=abc&sessid=efd24f9f63d69d6f6f169b235822ca5875eb2bae&timestamp=14
55759653&sign=0ce5b7cdeca218e2dd0ca0fe9e8c5665

3.2 REIZR

3.2.1 § X

Winmail APl ~F- & X$ 5 5K 5 R Bt AT KRB BEAT AR AL 5, 3R (8l 25315 SR 7 AL LS
U 37 SR 7 AR IX et — AP A B o w73 [m] A B R D B SR U S, 7 B SR AR G
HRIEAT AL EE




3.2.2 H4H)

15 3R D IR R s an
{
"result": "ok",
"info":
{

“sessid”: "efd24f9r63d69d616169b235822cab875eb2bae”

«“° ”n, » . ”
user”: “admin

TR R IR I K an T
{

"result": "error",

"error": "url sign invalid"

3.3 B&VLH

3.3.1 BEZHE

D FrEERSEIESHA T

2) RS EA RS BEM L ERH A7 5

3) e ST E B 2 AN B LL BT SR Z AR ) Sk B AT 5

4) XZFHFERIEAT MDs B85, 58— 32 /NG TR,

5) % AT R B ARG RS HON N HIZE 4 5

6) ZELEMH sign RGXASH BN EERSH—KKIELERS AP FH,

sign = md5(appsecret+kl+vl+k2+v2+...+kn+vn+appsecret)

3.3.2 A H =1l

JHH API: login

N HZHL: user,pass

AppKey: ec880a9d4b

AppSecret: aff54e78f6871aea3714a3916eb35199b7affb19

PN EAE S EEA B DU S AR IE 4



WANZHCN

method= login

appkey= ec880a9d4b
timestamp=1455764753
user=test

pass=123456

RS H AT HES
appkey= ec880a9d4b
method= login
pass=123456
timestamp=1455764753
user=test

EET R EESHAL S5SHE, HEERIN L secret, 17T

aff54e78f6871aea3714a3916eb35199b7affbl19apikeyec880a9d4bmethodloginpass123456ti
mestamp1455764753usertestaff54e78f6871aea3714a3916eb35199b7affb19

A4 32 /NS MDS {H->496c4156bc32callfe81899e1b6a242c

P Hitp WER KA SEE, RGP, WX AU Rk, RS ik
O, WwE o

http://magicwinmailserver/openapi.php?apikey=ec880a9d4b&method=login&pass=123456
&timestamp=1455764753&user=test&sign=496c4156bc32callfe81899elb6a242c

/. B0

41 BHERAER

2 SH K S YU DR 5l
MHEZSH
method k% login Y
user M4 EHEAHP4 Y admin
pass BREN | B REN Y | 123456
IR A
{
"result": "ok",
"info":
{

“sessid”: "efd24f9r63d69d616169b235822cab875eb2bae”,




" ”n, » . ”
user”: “admin

}

BRIl sessid

XS —A21h token, VLT ATHEAERE AT EHE T IL sessid S5

FFRBING, TTRE BT U sessid #EATHAFHARIR O . 2052 A RO, K
AEAEE ), AAFRT A Webmail B2 IER Al —20 (BRILE 30 080D, JFRETTLATE
ARORM ERTTEH session TREF—BELA .

2% SHBK SHRH DR B
MEAZS
method Jiik44 updatesesion Y
sessid 3% session B iR Al sessid Y BHE N EHRER
IR [FI{E
{"result": "ok"}
4.2 BpEH
4.2.1 HAF)R
¥ SHaK SHRH DR B
MEAZS¥
method i domain Y
sessid 3% session B iR Bl sessid Y BHE N B RER
pageno DL h AT, BLo FHiG N
IR [RI{E
{

"result": "ok",
"info":

{

“domains”: I 4% ¥1 3%,
“totalcount”: 144 MEL
“pagecount”: 43T A%




4.2.2 s 4

2% SHaK SHRH DR B
MAS$
method Jiik44 domain.added Y
sessid % session B GR A] sessid Y S A1 BHRES
domain A Y
type WAk 1- 34 0 ik N
description | f#iid N
R RN
mailquota HIRFRBAA 2 1 EAL MB N
KN
mailcount BB FEER N B % \
I B
BHRFEER A S |
f A N
tpquota B2 ] e/ HLA7 MB
ftocount ST IS FE BRI X 2% z
P BB 2 318
F IR [BE
{"result": "ok"}
4.2.3 BHE 4
S SHALK SHUHA W 5l
MAS %
method Jiik44 domain.edited Y
sessid % session B AR A sessid Y BN BHRES
domain 4 Y
type WAk 1- 34 0 ik N
description | f#iid N
R ERIA
mailquota HTIRFRBAA 2 1 EAL MB N
KN
mailcount BB FEER N B % \
I B
AR BRI ES |
ftpquota B2 1/ A7 MB N
ftpcount ST IR FE BRI X 2% \
Th A% e %2 ST
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JR iR [ElE

{"result": "ok"}

4.2.4 WkRIEA

S SHBR SR WA =3
INAEEE 3
method Jiik4 domain.delete Y
sessid % session B AR A sessid Y BN BHRES
domain 4 Y
R IR [BE
{"result": "ok"}
43 APEH
4.3.1 AP %R
S SHBR SR WA =3
M2
method Vikre 2 user Y
sessid 3% session B iR Bl sessid Y BHE N B RER
domain 4 F s S A P Y
pageno DL h AT, BLo JHiG N
IR [FIE
{
"result": "ok",
"info":
{
“users”: MRFEH )%,
“totalcount”: FH 3K
“pagecount”: 43T A%
“domain”: FrBIE %
}
}
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4.3.2 FWHEF

2% SRR SHH A DYl HE
MEAZS¥
method i user.added Y
sessid S session E R Al sessid Y | ZEA1EHRER
name MR 4E FH - 44 Y
domain 4 Y
password HIS 4 2 A Y
0- KRG,
authtype IIE T 2 1 - NT 8IAGF; N
2- F=JPNE
0- IEH;
status PR 1- %& N
2- HERE
fullname F P44 N
description Rk N
homeaddress | Z E il N
homephone | ZXJiE H i N
mobile FHl N
company TAEHAL N
jobtitle HRA N
office A= N
officephone | 7}pAHLIE N
mailquota MEAR ==K/ | B2 MB N
. e 45 5 % WS A4
mailcount N N
Al
2 B 73 15
ftpquota P 2 Bl gt = 19 A7 MB N
KN
ftpcount P 5 B 42 I N
AL
IR [FIE

{Ilresultll n kll}
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4.3.3 BHHF

2% SRR SHH A DYl HE
MEAZS¥
method i user.edited Y
sessid S session E R Al sessid Y | ZEA1EHRER
name MR 4E FH - 44 Y
domain 4 Y
password HIS 4 2 A Y
0- KRG,
authtype IIE T 2 1 - NT 8IAGF; N
2- F=JPNE
0- IEH;
status PR 1- %& N
2- HERE
fullname F P44 N
description Rk N
homeaddress | Z E il N
homephone | ZXJiE H i N
mobile FHl N
company TAEHAL N
jobtitle HRA N
office A= N
officephone | 7}pAHLIE N
mailquota MEAR ==K/ | B2 MB N
. e 45 5 % WS A4
mailcount N N
Al
2 B 73 15
ftpquota P 2 Bl gt = 19 A7 MB N
KN
ftpcount P 5 B 42 I N
AL
IR [FIE

{Ilresultll n kll}
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4.3.4 MIFREBFH

2% SR SHRHA DR HE
MEAZS¥
method Jiik44 user.delete Y
sessid % session B NIR A sessid Y SN EITR RS
name MR A6 FH 44 Y
domain 4 Y
R IR [BE
{"result": "ok"}
44 HEM
4.4.1 HH|FR
¥ SR SR IR B
MEAZS¥
method Vikre 2 group Y
sessid 3% session B iR Bl sessid Y BHE Nl EHRERY
domain W4 N e B AN ) Y
pageno PR SRS, BLo i N
R IR [BE
{
"result": "ok",
"info":
{

“groups”: MIAH FH P A3,
“totalcount”: F 7 EEL
“pagecount”: 43 T

“domain”: FTjBi4
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4.4.2 HMH

e 21 SR SH A DR B
MEAZS¥
method T4 group.added Y
. S “4.1 EHRE

sessid 3% session ok ] sessid Y S Sl
name H4 Y
domain Ik 42 Y
fullname 2H 42 FK N
description iR N
subgroup ToH PL 5 (;) 50 b N
members ZH R, i LLAT 5 (;) 7 b N

0 - B ANFRAT LAA2H 5 R

153
sendmailright (SRR L UERRT R N

2 - NFRE AT LURAS

3- ABCNH R LELS
sendmailmembers | K{Z K H LA 5 (;) 7 bR N
managers HAEH L5 (;) 53 B N

0 - fEA A W] DL 3 SLiE T

2H R H R

1 - AR AT LUE 2 e idE iR

H;

2 - KRB AT DUE Bt E

TR K FLRk 5 5

3 - W A LLE B SEIE TR
visibleright ] AR . N

4 - YT DL BB IE TR

2H R H R

5 - @Rk G A] DLE B SEIE TR

H;

6 - HAAEHE LW LIUER

B T S R

0- AR AT AR 5
sendervisible KEWRATN |1 - RERRGHERER I N

i

JR iR [ElE

{"result": "ok"}
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4.4.3 B 4A

e 21 SR SH A DR B
MEAZS¥
method ViRre group.edited Y
S “A41 EHRE

sessid 3% session R BUR [E] sessid Y %f;: IR
name H4 Y
domain Ik 42 Y
fullname 2H 2 FR N
description iR N
subgroup T PA7r5 () 70 b N
members ZH R, i PLS3 5 (;) 70 b N

0 - BT ANH AT AR EH R

15;
sendmailright RASHR 1- HAEHRM LR N

2 - AR R AT LUK AS s

3- ARBCFH AT LUK E
sendmailmembers | K{Z K H LLAr 5 () 7 b N
managers HAEH R PLS3 5 (;) 70 b N

0 - B AT LAE 2 S idE iR

2H R LR

1 - AR A 0] LA 3 b i 7

H;

2 - AR P AT CLE B ki

ZH S HL R

3 - R AT DL A
visibleright A] JLALRR " " ! N

4 - ZH % 5T DU B iE R

2H R LR

5 - SRR AT LA B iE TR

H;

6 - HWAEHE L LUERE

B IR K R

0- AT R AT AR ;
sendervisible KEWRAT |1 - RERREGHERK N

.

JR iR [ElE

{"result": "ok"}
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4.4.4 MHERA

2% SR SHH A DR HE
MAS$
method k% group.delete Y
sessid % session B NIR A sessid Y SN EITR RS
name H4 Y
domain 4 Y
R IR [BE
{"result": "ok"}
4.5 EEREH
4.4.1 BEERFIR
¥ SR S0 IR B
MASH
method Jii44 adminuser Y
sessid 3% session B iR Al sessid Y BHE N B RER
pageno PR SFS, BL o A N
IR [FI{E
{
"result": "ok",
"info":
{
“users”: MRFHFH 513,
“totalcount”: FH %K
“pagecount”: 43T A%
}
}
4.4.2 FIPEMER
¥ SR SHRH IR B

17




IVAZE ¢

method Jii44 adminuser.added Y
s S% “41 FEHRE
sessid 3 session IR E sessid Y Z:Sé R
username EHGHP 4 Y
password B R Y
description ik N
- EHPE
usertype (=gt Ayl N
yp ER=AENS 1. B R
A1 B 55
adminrange RYE /% _ ft 5 () N
oan i
R IIR [BE
{ "result" n kll}
4.4.3 B4
S SHALK SHH A IR B
MEHZ¥
method Jiik44 adminuser.edited Y
- 74% “4 1 ,’—"-—»}E H o
sessid 3% session IR E sessid Y ZI:KL:% R
username FHOHP4 Y
password B G Y
description ik N
0- HFEHEA;
R 7 KT
usertype B H 2 1- W A N
ANtk 42 > T FH A (-
adminrange RYFE IR /% L ft L 25 () N
oan
IR [FIE
{ "result" n k"}
4.4.4 MiBA
2 SHaK SHRH DR =]
MEAZS¥
method Jiik44 adminuser.delete Y

18




sessid B 5% session Bor iR A sessid Y BN ETRGF

0

username EEGHP4 Y

JRIIR [AHE

{"result": "ok"}
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. AFPEEEO

51 AP&x

¥ SHER SR IR el
MRS
method k% login Y
user M4 BFEHP4 Y test
pass BRI | B Y | 123456
FRHOR ] sessid, IXR— il token, LUNPTA AR AR TR EIETT L sessid 3

IR B

{

"result": "ok",

"info":

{

}

“sessid”: “1la2db1b0edda735295508723d8c6a962",

“user”: "test”

FFRBING, TTRE BT U sessid #EATHRAFHARER O 202 A RO, K
AR, AAFRT A Webmail B2 IERRI—20 (BRILE 30 080D, JFRETTLATE
AROAN ERTTH session TREF—BELA .

¥ SHaK SH A IR B
MRS
method Jiik44 updatesesion Y
sessid 3% session B iR Al sessid Y x4 1 B RER"
IR [FIE

{"result": "ok"}
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5.2 HR{F KB

5.2.1 FhR44k

% SHBR SHHHA WA =3
INAEEE 3
method Jiik4 folders Y
sessid B session | B kiR sessid Y Zk “s51 P B
IR [FIE
{

"result": "ok",

"info":

{
“private”: A~ AHRF%,
“public”: AFLMRLEE
“archive”: JFR4 MR
“label”: ¥r%:

5.2.2 FrE R R

¥ SHALK SH BN WA Fl
MAZ¥
method Jiik44 folders.newfolder Y
sessid %K session | B AIR A sessid Y | &% “siHpPER”
newfolder | FTHIl{4e 44 Y
By [ 4E

{"result": "ok"}

5.2.3 HEAyZMBHR

S8 SHAEAR SH U DGR =]
IVAEE 2
method Jiik44 folders.renamefolder Y

21




sessid Bk session | BoRAR A sessid Y Z% “51 H P EgR”
LR 1 R
optfolder ke Y
newfolder | HrHiEf}344 Y
IR [BE
{"result": "ok"}
5.2.4 MR ER4R
¥ SH R SHHH DA Al
MHEAZH
method Jiik44 folders.delfolder Y
sessid Bk session | BRI [A] sessid Y ZF “51 B3R
LR 1Y R
optfolder s Y
IR A
{"result": "ok"}
5.2.5 152 HRf4 &
S SH R SHHH DA Al
MHEAZH
method k% folders.emptyfolder Y
sessid Bk session | BoRAIR A sessid Y Z% “51 H P EgR”
LR 1 R
optfolder e Y
IR A
{"result": "ok"}
5.3 BEMFIR
5.3.1 Z1| B4 32 Fy B 44
S SH R SHHH DA Al
MHEAZH

22




method k% msglist Y
sessid Box session | Bk iR [E] sessid Y Sk “51 P B
folder A Y
pag A SUTS, BLoo A N
IR [FIE
{
"result": "ok",
"info":
{
“messagelist”: MB431EE S,
“totalpage”: H4> T
“newmsg”: il 1EE
“msgtotal”: ;s
}
}
5.3.2 B R4
¥ SRR SHH A DYl B
MASH
method VR msglist.delete Y
sessid Bk session | B AIR[E] sessid Y Z “51 B
folder A Y
msgid A AR 1 Y
IR A
{"result": "ok"}
5.3.3 B3
2 SRR SH A DYl B
MASH
method T4 msglist.delete Y
sessid R session | F iR A sessid Y Zk “s51 P B
folder A Y
msgid A A iR Y
tofolder ERTNIIEEDS Y

23




JR iR [ElE

{"result": "ok"}

5.3.4 BTIulR4

S SHALK SHH A W =3
MASH
method k% msglist.top Y
sessid BoR session | Bk iR [E] sessid Y Sk “s51 P B
folder PR Y
msgid M A FR R Y
IR [FIE

{"result": "ok"}

5.3.5 BUyH B a4

¥ SRR SH A DYl B
MEAZS¥
method VR msglist.untop Y
sessid Bk session | BoRAIR A sessid Y Z “51 B
folder A Y
msgid A AR 1 Y
IR A

{"result": "ok"}

5.3.6 WEDEHFID

2 SRR SH A DYl B
MEAZS¥
method k% msglist.read Y
sessid BoR session | B iR [E] sessid Y Zk “s51 P B
folder A Y
msgid A A iR Y

24




JR iR [ElE

{"result": "ok"}

5.3.7 W E R ER D

2¥ SHALWK SHHHA W 5l
MAS %
method Jiik4 msglist.unread Y
sessid Bk session | BRI [A] sessid Y ZF “51 B3R
folder A Y
msgid A A iR Y
IR [FHE

{"result": "ok"}

5.3.8 & EEIREBH

S SRR SHHH DYl 5l
MASH
method VR msglist.flag Y
sessid Bk session | BoRAR A sessid Y Z% “51 H P EgR”
folder PELES Y
msgid A AR 1 Y
IR [BE

{"result": "ok"}

5.3.9 BUH EARHB A

S SRR SHHH DYl Al
MASH
method T4 msglist.unflag Y
sessid Bk session | BRI [A] sessid Y Z% “51 B3R
folder PELES Y
msgid A A iR Y
IR [BE

25




{"result": "ok"}

5.4 CHFFRAREHRIFE

S SHALWK SHHHA IR B
INAEEE 3
method k% msgnum Y
sessid B session | B kiR sessid Y Zk “s51 P B
IR [FIE
{
"result": "ok",
“info": & SCAF I AR M2
}
5.5 [ L HE 4
¥ SHaK SHH A IR B
MEAZS¥
method T4 readmsg Y
sessid oK session | B kiR ] sessid Y Zk “s51 P B
folder A Y
msgid A A iR N
IR A
{
"result": "ok",
"info":
{

“from”: KEANEE,
“reply-to”: [HIE {5 H
“to”: WIEANEE

“cc”: WEER

“subject”: F i

“date”: RMH-HM
“body”: EHENE
“attachment”: #R{EFF
“memo”: MR{&HEAE R

26




5.6 KixHB4

S SR SR DR 5l
INAEEE 3
method k% newmsg Y
sessid oK session | BRIk [E] sessid Y ZH “s1 P BR”
to IGEIN ZAN L 25 () 5 BR Y
cc ik Z AL 25 () 5 BR N
subject A4 = 8t Y
msgbody LR EEEN Y
ishtml Html M4 0- CARMHE; 1-HTMLEREE | N
priority A 0- IE#; 1- fi%k N
requestnotify 2* b 0- NRE,; 1- FE N
R IR [BE
{"result": "ok"}
5.7 M AHhE#E
5.7.1 5Huht-#
S SHALK SHHH IR B
INAEEE 2
method Jiik44 addressbook Y
sessid oK session | B kiR sessid Y Zk “51 P B
pag iy AP, Lo ik N
IR [BE
{
"result": "ok",
"info":
{

“group”: HihtHHIFE,

27




“address”: R AFIE
“totalpage”: HET#
“addresscount”: HE1;E %

5.7.2 HINERR A

S8 SHAR SHUHA WA el
MRS
method Jiik44 addressbook.addcontact Y
sessid %K session | B IR A sessid Y | &% ‘51 HPER”
name 144 Y
email S A2l - Y
mobile FHL N
phone B ig N
fax e N
address I 2 hhlk N
zZipcode X5 N
company TAREAL N
depart #BI7 N
jobtitle HHAL N
homephone | FKEEH 1L N
homeaddress | Z il N
homezipcode | FKEEX 5 N
im ISt N
url NS N

T

emaill ifn HIS 45 b N
birthday 4AH N
memo S ER N
BRI [AE

{"result": "ok"}
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5.7.3 BEEARA

28 S AWK SH BN AR e
IR =
method Jiik44 addressbook.savecontact Y
sessid %K session | B IR A sessid Y | 5% ‘51 HPER”
id IEF YN Y
name 144 Y
email S 424l 31k Y
mobile FHL N
phone Hig N
fax HH N
address I 5l N
zZipcode X5 N
company TAE AL N
depart I N
jobtitle HHAL N
homephone KL H T N
homeaddress | 5l N
homezipcode | FKEEX 5 N
im IR P N
url NS N

N

emaill ifﬂ HIS A 3 \
birthday AEH N
memo £1E N
B DR [AE

{ "result": "ok"}
5.7.4 MERERRA

% S A SH A AR i
MAZH
method Jiik44 addressbook.delecontact Y
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sessid Bk session | FRR A sessid Y Z “51 B
id PR AARIH Y
IR [FHE

{"result": "ok"}
5.7.5 g mihk4AH

¥ LK SHH A AR 5l
MASH
method k% addressbook.addgroup Y
sessid oK session | For IR [E] sessid Y Zk “51 P B
name I 2R Y

T =
member YLk R %_ NEER AL 5 () 4 v
()

IR A

{"result": "ok"}
5.7.6 BihkA

S SHBK SHRH DYl 5l
MHEZSH
method T4 addressbook.savegroup Y
sessid oK session | For IR [E] sessid Y Zk “s51 B
id HFRIR Y
name 4y 20 44 F Y

NTE =RV
member YAk R gi MR AR 35 () 5 v
[\

IR [FHE

{"result": "ok"}
5.7.7 MBRHHEAH

¥ SHALK SH A AR Al
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IVAZE ¢

method Tt addressbook.delegroup

sessid Bk session | B IR [E] sessid Z% “s1 | P EgxR”
id HFRIR

IR [FIE

{"result": "ok"}
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